Corporate Guidelines
for Subsidiaries (in “Third Countries”) *)
for the Protection of Personal Data

*)

For the purposes of these Corporate Guidelines, ”Third Countries“ are all those countries, which do not
provide an adequate level of data privacy protection within the meaning of Article 25 of EU Directive 95/46/EC of
October 24, 1995 (Official Journal No. L281/31).
Countries which ensure an adequate level of data privacy protection include the member states of the European
Union (EU), the other states that are party to the European Economic Area (EEA) Agreement and those states
recognized by the Commission of the European Union as providing an adequate level of data protection;
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1.

Objective and scope of application

The objective of these binding corporate guidelines (“Guidelines”) is to safeguard Personal
Data which needs to be transferred within the Siemens Group of companies worldwide in the
course of business processes. For this purpose, it is essential also for Siemens Subsidiaries with
their seat in Third Countries to establish harmonized data privacy protection and data security
standards for the processing of Personal Data within the meaning of the EU Data Protection
Directive and thus to assure that these companies also provide an adequate level of data privacy
protection and sufficient guarantees within the meaning of the EU Directive regarding the
protection of the right to privacy and the exercise of related rights.
These Guidelines provide a framework for the Processing of Personal Data relating to Siemens
employees, Customers and Suppliers, other business partners, prospective partners and other
Data Subjects by Siemens Subsidiaries based in Third Countries, regardless of the origin of this
Personal Data.
1.1 Binding character of the Guidelines
The provisions of these Guidelines become binding on all Siemens Subsidiaries (see Section 2
“Definitions”) with a seat in Third Countries as soon as such Siemens Subsidiaries commit to
Siemens Aktiengesellschaft (“Siemens AG”) in a binding manner to comply with these
Guidelines. The Guidelines are to be brought to the attention of employees of the affected Siemens
Subsidiaries and are to be observed by all such employees. Companies other than Siemens
Subsidiaries, in which Siemens AG maintains a direct or indirect holding, may voluntarily
make a legally binding commitment to comply with these Guidelines.
Siemens AG maintains an electronic register of all Siemens Subsidiaries based in Third Countries
which have made a written commitment to comply with these Guidelines. If such a commitment
ends (e.g. through withdrawal, revocation, termination, expiration, or divestiture from the
Siemens Group), this should also be entered in the register; in this case the commitments arising
from these Guidelines shall continue to apply to the Processing of Personal Data that is performed
up to the expiry of the commitment.
If a Siemens Subsidiary has not yet made a commitment to comply with these Guidelines, the
permissibility of the Data Transfer to this Subsidiary is to be reviewed in each individual case
and is to be assured through appropriate special measures (see Clause 3.5).
1.2 Relationship to statutory regulations
Existing statutory obligations are not affected by these Guidelines.
Each Siemens Subsidiary must itself review (e.g. through its data privacy protection officer or
legal department) whether such statutory regulations exist (e.g. data privacy protection laws)
and, where they exist, must assure their adherence and compliance. If statutory regulations,
which apply in Third Countries, conflict with the obligations imposed by these Guidelines, the
affected Siemens Subsidiary must inform immediately so that the conflict can be entered into
the register according to Section 1.1 and must also inform the Siemens Subsidiaries in EU/EEA
states (see footnote on page 1), which had already transferred Personal Data to the relevant
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Siemens Subsidiary, even if these statutory obligations take effect after the Personal Data has
been transferred. In such cases, Siemens AG will collaborate with the affected Siemens Subsidiary
to find a practical solution within the meaning of the EU Data Protection Directive and will
document such a solution in the register (see §1.1, Section 2).
The fundamental implementation of these Guidelines is the responsibility of the executive
management of the individual Siemens Subsidiary in the Third Country; in individual cases, the
performance of the Guidelines is with the unit in the Siemens Subsidiary whose professional
task it is to process Personal Data.

2.

Definitions

The terms used in these Guidelines are defined as follows:
•

Agent: natural or legal person who processes Personal Data on behalf of a Responsible
Principal.

•

Consent: an indication of volition obtained without coercion and with an awareness of the
facts and circumstance, by which the Data Subject accepts the Processing of his/her
Personal Data*).

•

Customers and Suppliers: natural and legal persons with whom business relations exist
or are planned.

•

Data Subject: each identified or identifiable natural person whose data is processed. An
identifiable person is one who can be identified, directly or indirectly, e.g., by reference to
an identification number.

•

Personal Data: all information relating to a Data Subject.

•

Processing of Personal Data or Data Processing: any operation or set of operations
which is performed upon Personal Data, whether or not by automatic means, such as the
collection, storage, retention, adaptation, modification, reading, retrieval, use, transmission
by Data Transfer, blocking, erasure or destruction.

•

Responsible Principal: in connection with Third Parties, the legally independent Siemens
Subsidiary whose business operations cause Data Processing. Dependent branches, places
of business and permanent establishments are part of the Responsible Principal.

•

Siemens Subsidiary: Siemens Aktiengesellschaft and any company, in which Siemens
Aktiengesellschaft owns or controls, directly or indirectly, the majority of the voting rights;

•

Third Country: countries referred to in the footnote on page 1.

•

Third Party: any natural or legal person not imputed to the Responsible Principal.

*)

Particular requirements for Consent can arise from the respective .national law and can be
significant for the effectiveness of Consent.
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•

Transfer of Personal Data or Data Transfer: the disclosure of Personal Data to Third
Parties, the transmission of such data to Third Parties, or the process of making such data
available to Third Parties in any form for inspection or retrieval.

3.

Principles for Processing Personal Data

The following principles apply to Processing Personal Data by Siemens Subsidiaries in Third
Countries and are to be adhered to.
3.1 Legitimacy of Data Processing
The Personal Data referred to in Section 1, Paragraph 2 may be Processed only if at least one of
the following prerequisites is fulfilled:
•
•
•
•

The Data Subject has given its effective consent.
Processing serves the purpose of a contractual relationship or contract-similar trust
relationship with the Data Subject.
Data Processing is required to maintain the Responsible Principal's justified interests and
there are no grounds for assuming that the Data Subject has an overriding legitimate
interest in precluding Data Processing.
Processing is stipulated or permitted in accordance with national law or regulations.

These Guidelines shall be complied with in any case.
3.2 Purpose
Personal Data may only be collected and processed for specified, unambiguous and lawful
purposes. Siemens Subsidiaries based in Third Countries, which have committed to comply
with these Guidelines, are obligated to adhere to the purpose of Data Transfer when storing or
otherwise using Personal Data transferred to them by a Siemens Subsidiary from an EU/EEA
state (see footnote on Page 1). The purpose of Data Processing may only be changed with the
Consent of the Data Subject or if permitted by the national law to which the data exporter from
the EU/EEA state is subject.
3.3 Transparency
Data Subjects whose Personal Data is transferred by a Siemens Subsidiary from an EU/EEA
state (see footnote on page 1) must be provided with the following information by the receiving
Siemens Subsidiary in the Third Country (in consultation with the data exporter, where
applicable):
•
•
•

identity of the Responsible Principal in the Third Country and of the data exporter in the
EU/EEA state.
purpose of Data Transfer
other information to the extent required for reasons of equity, e.g.
- rights of information, rectification and erasure
- right of objection if Personal Data is used for advertising.
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Such information does not need to be furnished if
•
•
•
•

this is required for the protection of either the Data Subject or for the rights and obligations
of other persons, or
the Data Subject has already been informed, or
the cost and effort associated with it is unreasonable, or
the data is publicly accessible and the provision of information is unreasonable due to the
multitude of cases concerned.

3.4 Data quality
Personal Data must be factually correct and – if necessary – kept up to date. Appropriate
measures are to be taken to assure that inaccurate or incomplete data is corrected or erased.
Data Processing has to be arranged with the objective to collect, process or use only such
Personal Data as is required – i.e., as little Personal Data as possible. In particular, use is to be
made of the possibility of anonymous or pseudonymous data, provided that the cost and effort
involved is commensurate with the desired purpose. Statistical evaluations or studies based on
anonymous data or data used with pseudonyms are not relevant for data privacy protection
purposes, provided that such data cannot be used to identify the Data Subject. Personal Data,
which are no longer required for the business purposes for which they were originally collected
and stored, are to be erased, subject to adherence to the statutory retention provisions.
3.5 Transfer of Personal Data within a Third Country or to another Third Country
Transfer of Personal Data received from a Siemens Subsidiary of an EU/EEA state (see
footnote on page 1) to another location in the same Third Country or to another Third Country
is only permissible, if at least one of the following prerequisites are fulfilled:
•
•
•

The Data Subject has given its effective consent.
Transfer is used to determine the intended purpose of a contractual relationship or contractsimilar trust relationship with the Data Subject.
The recipient shows an adequate level of data privacy protection within the context of
these Guidelines; should the recipient be a Siemens Subsidiary, which has undertaken to
comply with these Guidelines, it is not necessary to verify whether adequate data privacy
protection is shown.

3.6 Special categories of Personal Data
Special categories of Personal Data, e.g., information about a person’s racial or ethnic origins,
political opinions, religious or philosophical beliefs, trade union membership, health, or sex
life, may not be processed as a general principle. Should such information be required, the
explicit Consent (“opt-in”) of the Data Subject must be obtained, unless
• the Data Subject is not in a position to give his/her Consent (e.g. medical emergency), or
• the Data Subject has already placed the affected data in the public domain, or
• the Processing is essential for the purpose of establishing, exercising or defending legal
claims, provided that there are no grounds for assuming that the Data Subject has an
overriding legitimate interest in ensuring that such data is not processed, or
• the Processing is permitted by national law (e.g., registration/protection of minorities).
This also applies if Personal Data is collected in a Third Country.
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3.7 Direct marketing/market research or opinion polling
Processing of Personal Data for the purposes of direct marketing, market research or opinion
polling is generally permissible, provided that such use is compatible with the purpose for
which such data were originally collected and provided that more stringent regulations are not
imposed by national law (e.g. Consent required). The Data Subject, however, has the right to
object to his/her data being used for this purpose at any time*). In this case, the data are to be
blocked for this purpose.
3.8 Automated individual person-related decisions
If Personal Data is processed for the purpose of making automated individual person-related
decisions, the legitimate interests of the Data Subject must be ensured through appropriate
measures. Decisions which have negative legal consequences for the Data Subject or
substantially prejudice the Data Subject, may not be reached exclusively on the basis of an
automated individual person-related procedure designed to evaluate an individual’s personal
characteristics (e.g. creditworthiness) – i.e., decisions may not be exclusively based on the use
of information technology. Automated procedures may generally only be used as a tool for the
decision-making process. An exception to this “tool-only” principle applies only if the interests
of the Data Subject are protected by providing him/her with information about the logic of how
such a decision is reached and by giving him/her the opportunity to review and comment. In
case the Data Subject submits comments, the Responsible Principal must review its decision.
3.9 Data security
Responsible Principals are to take appropriate technical and organizational measures to ensure
the requisite data security, which protects Personal Data against unintended or unlawful
erasure, alteration or loss as well as against unauthorized disclosure or unauthorized access.
These measures relate in particular to computers (servers and workstations), networks or
communication links and applications, and arise from the implementation of the internal
Siemens “Corporate Information Security Guide”, which is also binding for the Siemens
Subsidiaries in Third Countries, which covers not just data relating to natural persons, but
the entire procedure of information processing.
3.10 Confidentiality of Data Processing
Only personnel, who are authorized and have been specially instructed in compliance with data
privacy protection requirements, may collect, process or use Personal Data. Personal Data may
not be used for employees’ private purposes and may not be transferred or otherwise made
available to unauthorized persons. For this purpose, unauthorized persons include, e.g., also
employees, unless they need the Personal Data in order to fulfil professional tasks imposed on
them.
3.11 Data Processing Contracts
If a Siemens Subsidiary in a Third Country contracts for Processing of Personal Data from
Third Parties, the following applies additionally:

*)

If provided by national law, the Data Subject is to be informed by the Responsible Principal about his/her right
to object.
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•
•
•

•

4.

An Agent is to be selected, who ensures the required technical and organizational data
security measures required to perform Data Processing that is compliant with data privacy
protection.
The performance of Data Processing must be governed by a written or otherwise
documented contract, which specifies the rights and obligations of the Agent.
The Agent is to be contractually obligated to process the data obtained from the
Responsible Principal only as provided in the contract and in accordance with the
instructions issued by the Responsible Principal. Data Processing for the Agent’s own
purposes or for the purposes of a Third Party must be contractually excluded.
The Responsible Principal retains responsibility for the legitimacy of the Data Processing
and is the contact person for the Data Subject (Customers and Suppliers, employees, etc).

Rights of the Data Subject

The Data Subject has specific mandatory rights as regards his/her Personal Data:
• The Data Subject can demand information (including, in writing) about any Personal Data
stored about him/her and about its origin and the purposes for which it is being stored.
For Data Transfers, the Data Subject also has the right to information about the recipient
(or categories of recipients) of such Personal Data.
The Data Subject has no right to information if the disclosure is in connection with
business or trade secrets.
• The Data Subject has the right of rectification if his/her Personal Data is shown to be
inaccurate or incomplete.
• The Data Subject has the right of blocking his/her Personal Data, if neither their accuracy
or inaccuracy can be determined.
• The Data Subject has the right of erasure of his/her Personal Data if the Data Processing
was impermissible or the Personal Data for the purpose of the Data Processing are no
longer required. If there are statutory retention obligations, then the blocking of the
Personal Data takes precedence over the erasure.
• The Data Subject has the right of objection if his/her Personal Data is used for
- advertising purposes, or
- market research or opinion polling purposes.
• The Data Subject also has a general right of objection which is to be taken into account if
a review reveals that, due to the Data Subject’s special personal situation, his/her
legitimate interests override those of the Responsible Principal.
The Data Subject can exercise these rights out of court at no cost and against the transferring
Siemens Subsidiary in an EU/EEA state.

-9-

5.

Procedural issues

5.1 Implementation in the Siemens Subsidiary
The relevant executive management of the Siemens Subsidiary in the Third Country is
responsible for assuring that these Guidelines are implemented. A key aspect of such
implementation is assuring that employees are instructed appropriately. Employee instruction
also includes informing personnel that violations of these Guidelines may give rise to
consequences under criminal, liability or employment law.
5.2 Questions and complaints
Data Subjects can contact Siemens AG Chief Data Privacy Protection Officer or the locally
responsible person according to Section 7 and/or, where available, the responsible national
regulatory or supervisory authority at any time if they have any questions or complaints.
In any inquiry, the Siemens Subsidiary in the Third Country and Chief Data Privacy Protection
Officer are obligated to cooperate with the data privacy protection supervisory authorities of the
country, in which the transferring Siemens Subsidiary has its seat, and to respect their opinions.
Also, the transferring Siemens Subsidiary in an EU/EEA state (see footnote on page 1) has the
right to review the Data Processing with the recipient Siemens Subsidiary in the Third Country
in individual cases. Such transferring Siemens Subsidiary will assert any rights, which the Data
Subject is ascertained to have, and will support the Data Subjects, who have suffered damages
through violations of the obligations imposed by these Guidelines, in the assertion of their rights
against the responsible Siemens Subsidiary in the Third Country.

6.

Publicity

These Guidelines shall be made available to Data Subjects in an appropriate manner, e.g., over
the Internet.

7.

Monitoring compliance

In addition to the internal auditing function of Siemens AG and the Siemens Subsidiary in the
Third Country, the respective responsible person in the Siemens Subsidiary in the Third
Country for data privacy protection monitors compliance with these Guidelines as data privacy
protection coordinator. Such monitoring is the responsibility of the information security officer
(“InfoSec Officer”) or other person appointed by the executive management of the Siemens
Subsidiary in the Third Country. These persons shall be supported by the executive management
and respective managers and notified in the event that complaints are brought forward or the
obligations resulting from these Guidelines are violated. In these cases, the data privacy
protection coordinators consult the Chief Data Privacy Protection Officer of Siemens AG,
whose decisions taken with respect to the elimination of said data privacy protection violations
shall be respected by the relevant executive management of the Siemens Subsidiary in the
Third Country.
All employees and other Data Subjects can contact the data privacy protection coordinators or the
Siemens AG Chief Data Privacy Protection Officer at any time with questions, helpful suggestions
or complaints.
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The Siemens AG Chief Data Privacy Protection Officer is the contact for problem cases, for
issues of fundamental principles and for support in implementing these Guidelines.
Contact address:
Siemens AG Chief Data Privacy Protection Officer / CDP
Wittelsbacherplatz 2
D-80333 Munich
E-mail: datenschutz@siemens.com
Internet: http://www.siemens.com

